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YcTtaHoBKa u HacTpouka SSH B Ubuntu 22.04

BBepeHue

SSH (aHrn. Secure Shell — «6e3onacHas 060n04ka»[1]) — ceTeBON NPOTOKON NPUKNALHOIO YPOBHS,
NO3BOJIAIOLNIA NPON3BOANTL YAaNEHHOE YNpaB/ieHne onepauoHHON CUCTEMON U TYHHENNPOBaHMe
TCP-coeanHeHun (Hanpumep, AN nepenayvn gamnos). Cxox no QYHKLUOHANBLHOCTU C NPOTOKOAaMM
Telnet u rlogin, HO, B 0OTAIMYMeE OT HKX, WKGpPYeT BeCb Tpaduk, BKIOYasA 1 NepefaBaeMblie naposu.
SSH ponyckaeT BbIO0OP pa3ivyHbIX anropuTMOoB WNGPoBaHUA. SSH-kIneHTbl 1 SSH-cepaepsl
LOCTYNHbl 4119 60/bLIMHCTBA CETEBLIX ONEPaLMOHHbIX CUCTEM.

SSH no3sonsieT 6e3onacHoO NnepefaBaTh B HE3ALWMLLEHHOW Cpefe NpakTuyieckn nobon gpyromn
CceTeBOM NPOTOKOJ. Taknm 06pa3oM, MOXKHO He TOJIbKO yaanéHHo paboTaTb Ha KOMMblOTEPE Yyepes
KOMaHZHy0 060/104KYy, HO 1 NepedaBaTb MO WNHPOBAHHOMY KaHany 3ByKOBOW NMOTOK U BUAEO
(Hanpumep, ¢ Beb-kamepbl)[2]. Takxe SSH MoXXeT Ucnonb3o0BaTh CXKaTUe NepefaBaeMbiX AaHHbIX
AN4 nocneaywero ux WngposaHns, 41o yaobHo, HanpuMmep, N5 yAan€HHOro 3anycka KameHToB X
Window System.

BONbLWMHCTBO XOCTUHI-NPOBanAepoB 3a onpefenéHHyto naaTy NpefocTaBaseT KAMeHTaM foCTyn K
MX fOMallHeMy KaTanory no SSH. 310 MoxeT 6biTb yA0O6HO Kak ans paboTbl B KOMaHOHOW CTPOKe,
TaK 1 ons yoanéHHoro 3anycka nporpaMm (B TOM Yucsie rpauiecknx npuioXKeHun).

B 3TOM MaTepmane Bbl y3HaeTe, Kak yCTaHOBUTb 1 HacTpouTb SSH B cucteme Ubuntu 22.04 LTS. 310
PYKOBOACTBO Takxe coBMecTuMo ¢ cuctemamm Ubuntu 20.04 LTS n Ubuntu 18.04 LTS.

MpepBapuTenbHble YCIOBUSA

CHavana BonanTe B Ubuntu 22.04 4epes KoHcoNb. 3aTeM 06HOBUTE KaWw Apt 1 06HOBMTE TekyLine
NakeTbl CUCTEMbI C MOMOLLbIO Cnefytowerl KOMaHabl:

sudo apt update && sudo apt upgrade

Mpy NOSIBNEHUM 3aNpOoCca HaXMnTe «Y» , 4ToObl NOATBEPANTL YCTAHOBKY.

YctaHoBute SSH B Ubuntu 22.04

OpenSSH He npefyCcTaHaBMBAETCS B CUCTEME, MO3TOMY BbINOJIHUM €ro YCTaHOBKY BPY4HYH0. YTOObI
3TO cAeNaTb, B OKHE TEPMUHANA BBOAMM:

BbinonHuTe cnepytowme waru, 41obbl 3aBepwnTb YCTaHoBKY SSH B Ubuntu:

YCTaHOBUTE HECKOJIbKO 3aBMCMMOCTEN, HEOOXOANMBIX NS 3TOr0 pykoBoACTBa, C NOMOLLbIO
I'Ipl/lBEﬂ,eHHOIﬁ H>Xe KOMaHbl:
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sudo apt install openssh-server

< vladpolskiy@vp-vmm: ~

To run a command as administrator (user "root"), use "sudo <command=".
See "man sudo_ root" for details.

: 5 sudo apt update && sudo apt upgrade
[sudo] password for vladpolskiy:
Hit:1 http://ru.archive.ubuntu.comfubuntu jammy InRelease
Get:2 http://ru.archive.ubuntu.comf/ubuntu jammy-updates InRelease [119 kB]
Get:3 http://security.ubuntu.com/ubuntu jammy-security InRelease [118 kB]
Hit:4 http://ru.archive.ubuntu.com/ubuntu jammy-backports InRelease
Get:5 http://ru.archive.ubuntu.com/ubuntu jammy-updates/main amd64 Packages [1 5
19 kB]
Get:6 http://ru.archive.ubuntu.comf/ubuntu jammy-updates/main 1386 Packages [602
kB]
Get:7 http://ru.archive.ubuntu.comf/ubuntu jammy-updates/universe amd64 Packages
[1 060 kB]
Fetched 3 410 kB in 1s (2 896 kB/s)
Mleading package lists... 6%

Kak ToNbKo KOMaHa 6y)1eT BbIMNOJIHEHA, HAYHETCA YCTaHOBKa BCEX HeobXxoANMbIX KOMNOHEHTOB B
CNCTEMY, KaK MNOKa3aHO Ha KapTUHKE HNXE.

:-$ sudo apt install openssh-server
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following additional packages will be installed:
ncurses-term openssh-sftp-server ssh-import-id
Suggested packages:
molly-guard monkeysphere ssh-askpass
The following NEW packages will be installed:
ncurses-term openssh-server openssh-sftp-server ssh-import-id
® upgraded, 4 newly installed, © to remove and @ not upgraded.
Need to get 752 kB of archives.
After this operation, 6 050 kB of additional disk space will be used.
Do you want to continue? [Y/n]

Ha BCe npepnsioxXeHns CMCTeMbl B MOMEHT YCTaHOBKM OTBeYaeM YyTBepauTesbHO.

YcTaHOBKa NpoLusia ycrelwHo. Tenepb nepenaem K 3anycky cayx0obi

3anyck SSH

sudo systemctl enable --now ssh
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Mpwy yCnewHoM 3anycke Bbl yBUAWUTE CNefyloLlee CUCTEMHOe coobLueHme.

: S sudo systemctl enable --now ssh
Synchronizing state of ssh.service with SysV service script with flib/systemd/sy

stemd-sysv-install.
Executing: /lib/systemd/systemd-sysv-install enable ssh

K/lo4 -NOW B KOMaH/e Bbile 0TBEYaeT 3a 0AHOBPEMEHHbI 3aMyCcK NporpaMmmbl v 4obaBneHne ee B
aBTO3arpysKy.

Tenepb NPoOBEPUM, YTO Cy>Kba BKJIIOYEHA W YCNELIHO PYHKLUMOHUPYET. [Jnd 3TOro BBOAMM:
sudo systemctl status ssh

B pe3ynbTaTe cUCTEMa BbIAACT clieaytoliee coobLieHue:

Ll Udo systemctl enable --now ssh
synchronizing state of ssh.service with SysV service script with /lib/systemd/sy
stemd-sysv-install.
Executing: /lib/systemd/systemd-sysv-install enable ssh
: 5 sudo systemctl status ssh
ssh.service - OpenBSD Secure Shell server
Loaded: loaded (/lib/systemd/system/ssh.service; enabled; vendor preset: eH
Active: since 5Sun 2024-04-07 21:21:27 MS5K; 7min ago
Docs: man:sshd(8)
man:sshd config(5)
Main PID: 2939 (sshd)
Tasks: 1 (1limit: 4597)
Memory: 1.7M
CPU: 16ms
CGroup: /system.slice/ssh.service
L2939 "sshd: fusrfsbin/sshd -D [listener] @ of 10-100 startups”

anp 07 21:21:27 vp-vmm systemd[1]: Starting OpenBSD Secure Shell server...
anp 07 21:21:27 vp-vmm sshd[2939]: Server listening on 0.0.0.0 port 22.

anp 87 21:21:27 vp-vmm sshd[2939]: Server listening on :: port 22.
anp 07 21:21:27 vp-vmm systemd[1]: Started OpenBSD Secure Shell server.
lines 1-16/16 (END)

Kak BOHO MO KapTWHKE BbILLE, YCTaHOBNEHHas cyXba ycnewHo gpyHKUMoHupyeT. 06 3TOM roBopuT
cTpoka Active: active (running).

Ecnn Heobxopmnmo BeIKNOYNTL Cnyxby 1 ybpaTb ee 13 aBTo3arpysKku, B OKHe TepMUHaNa BBeAUTE:

sudo systemctl disable ssh

HacTtpomnka bpangmayspa

Mepen NoakIloYeHNEM K cepBepy Yepes NpoTokon SSH npoeepmM cocTosiHne bpaHaMayapa. XoTs BO
BPEMS YCTAaHOBKMW Cy>X6bl M MPOMCXOAMT HAacTponKa (aiipBosia, MOBTOPHAs NMPOBEPKa NOMOXXeT
yb6eamnTbCs, YTO OH HAaCTPOEH MPABUJILHO.
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B Hawewm cny4ae ycTaHoBseH nHtepgenc UFW, noatomy BoCnonb3yemcs cnenytoulen KoMaHaonm:
sudo ufw status

Pe3ynbTaT KOMaHAbl NpPeACTaB/IeH Ha KAaPTUHKE HUNXKe.

S sudo ufw status

Status: inactive

s

Kak BUAHO MO KapTUHKe, Tpaduk rno npoTtokosy SSH pa3speweH. Eciv y BaC OH OTCYyTCTBYeT B
CnuckKe, To HeobxoaMMo pa3pewnTb Bxoadwme SSH-coegnHeHNs. B 3TOM NOMOXXKET KOMaHAa:

sudo ufw allow ssh

:$ sudo ufw allow ssh
Rules updated
Rules updated (v6)

-

NMopknioueHue K cepeepy

Mocne BbINONHEHNS BCEX NPeAblAyLLMX WaroB MOXHO HaKOHEL, Nepexo4nTb KO BXOAY Ha cepsep,
NCnonb3ys NpoTokos SSH n nporpammy PuTTy.

A

E8 viadpalskiy@vp-vmm: ~ = O

Ina nooknoyYeHns K cepBepy Nosib3oBaTesto noHanobaTcsa ero IP-agpec uan LoMeHHoe nms.

http://synoinstall-gqctx9n8ug2b3eql.direct.quickconnect.to/ Printed on 2026/05/09 01:58


http://synoinstall-gqctx9n8ug2b3eq1.direct.quickconnect.to/lib/exe/detail.php?id=software%3Alinux_server%3Aubuntu_server_install_ssh&media=software:linux_server:ssh_install_5.png
http://synoinstall-gqctx9n8ug2b3eq1.direct.quickconnect.to/lib/exe/detail.php?id=software%3Alinux_server%3Aubuntu_server_install_ssh&media=software:linux_server:ssh_install_6.png
http://synoinstall-gqctx9n8ug2b3eq1.direct.quickconnect.to/lib/exe/detail.php?id=software%3Alinux_server%3Aubuntu_server_install_ssh&media=software:linux_server:ssh_install_7.png

2026/05/09 01:58 5/9 YcTaHoBKa 1 HacTponka SSH B Ubuntu 22.04

HacTtpouka KoHpurypauum SSH

OCHOBHble HacTpokn OpenSSH-cepBepa XPaHATCS B MTaBHOM KOH(UIYpPaLMOHHOM (haine -
sshd_config (pacnonoxeHue: /etc/ssh). Mepen Tem, Kak NpUCTynaThb K pefakTUpoBaHUIo,
Heobxo4MMO Co34aTb PE3EPBHYIO KOMUIO AAHHOMO (hanna:

sudo cp /etc/ssh/sshd config /etc/ssh/sshd config.initial

Tenepb B Cly4yae BO3HUKHOBEHWS OWINOOK Mocsie pefakTUPOBaHNS KOHUIypaLMoHHoOro daiina,
nosib3oBaTesib 6€3 Npobaem CMOXET BEPHYTb €ro K nepBoHayYaabHOMY BUAY.

Mocne co3faHns pe3epBHO KOMUU MOXHO NepexoanTb HEMOCPEACTBEHHO K peAaKTUPOBaHUIO
KOH(MIypaLMOHHOro daiia. s 3Toro 0TKPOEM ero, UCMosib3yst TepMUHan 1 pegaktop Nano:

sudo nano /etc/ssh/sshd config

B oTKpbIBLLIEMCSA (haline cpa3y M3MEHMM 3HaYeHMe nopTa Ha bonee 6esonacHoe. Jlyylie BCero
yCTaHaB/IMBaTb 3HAa4YEHNS U3 ANHAMUYECKOro Anana3oHa noptos (49152 — 65535), npu 3ToM
1CMO/Ib30BaTb HADOP OTANYHBLIX APYr OT Apyra undp A4 4ONONHUTEIbHON 6e30nacHoCTw.
Hanpumep, oTpenakTupyem 3HadyeHne nopta Ha 49532. [1ng 3TOro paskOMMEHTUPYEM
COOTBETCTBYIOLLYIO CTPOKY B (panie n N3MeHNM 3Ha4YeHNs NopTa, Kak NokasaHo Ha KapTUHKE HUXe.

GHU nano 6.2 fetefssh/sshd config *

Kpome faHHOW HaCcTPONKK, HEOBXOAMMO N3MEHUTL PEXMM ayTeHTUdMKaLMM No naposo Ha bonee
6e30nacHbIN NO K4y, 119 3TOro paCKOMMEHTUPYEM COOTBETCTBYIOLLYIO CTPOKY, 3HA4YEHME KOTOPOM
LOJDKHO BbITb “Yes”, Kak MoKa3aHo Ha KapTUHKE HMXe.
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GNU nano 6.2 fetcfsshSsshd config *

AyTeHTUGMKaL MO MO KoYy pa3pelleHa. O TOM, Kak CreHepupoBaTh U UCMO0/b30BaTh Napy SSH-
Kntoyei, 6b11o0 NnoapobHO pacckasaHo B COOTBETCTBYIOLLEN CTaTbe.

Tenepb 3anpeTyM BXOJ, Ha CEPBEP NOJ Cyrneprnosib3oBaTenem. s 3Toro Takxe N3MeHUM 3HavyeHne
COOTBETCTBYIOLLEN CTPOKM, KaK NOKA3aHO Ha PUCYHKE HIKE.

GNU nmano 6.2 Setc/ssh/sshd config *

KpoMe BHECEHHBIX Bbile 3MEHEHWI, NEPEYNCSIUM HXKE OCHOBHbIE JMPEKTUBLI KOHPUIYPALIMOHHOMO
thaiina, KoTopble 0TBEeYaloT 3a 6e30MacHOCTb CcepBepa:

¢ UseDNS - oTBeYaeT 3a NPOBEPKY COOTBETCTBUA MMEHM XOCTa C ero IP -agpecom. 3HavyeHune
“Yes” BKJItOYAET 3TOT napameTp.

e PermitEmptyPasswords - faHHbI napameTp 3anpeLwaeT NCnosb30BaTh MNyCTble Napov nNpu
ayTeHTU(UKaLMKN, eCn B Ka4yeCTBe 3Ha4YeHnsa ykasaHo “No”.

e MaxAuthTries - orpaHu4yeHne Ha KOMYeCTBO HeyAa4HbIX MOMbITOK MNOAK/IOYEHNSA K CEPBEPY B
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paMKax OHOro ceaHca CBA3W. B KayeCcTBe 3Ha4YeHUs nepegaeTcsa YMcno.
e AllowUsers u AllowGroups - faHHble NapaMeTpbl 0TBEYAET 3a CMUCOK NoJib30BaTesien n
rpynmn COOTBETCTBEHHO, KOTOPLIM pa3peLleH AOCTYM K cepBepy.

# AllowUsers [Nonb3oBaTenbl, N0oNAb30BaTENb2, NOJIb30BATENb3
# AllowGroups [lpynnal, rpynna2, rpynna3

* Login GraceTime - napamMeTp, OTBEYAIOLNIA 3a BpeMs, NpefocTaBaseMoe 415 yCneLwHon
aBTOpM3aL K. PEKOMEHAYEM YMEHbLUNTbL 3Ha4YeHNe AaHHOro NapameTpa B 4 pasa.

¢ ClientAlivelnterval - orpaHnyeHne Ha Bpemsa be3nencTens nonb3osatens. Mpu Boixoae 3a
YyKa3aHHYI0 rpaHuLy NpoucxXoauT OTKOYEHME NOSIb30BaTENS.

Mocne BHECEHNS BCEX M3MEHEHWIN B INaBHbI KOHUTYPALMOHHBIA aiin, He0BX0ANMO UX COXPAHUTb
1 3aKpbITb pefakTop. Mocse nepesarpy>xaem cnyxoby, 4Tobbl BCe MU3MEHEHUS BCTYNWAN B CUNY:

sudo systemctl restart ssh

3aknyeHue

B naHHOM cTaTbe Bbila NpoAeMOHCTPUPOBaHa NoAPOOHAsA NHCTPYKLMA MO YCTaHOBKE U HAaCTPOWKe
SSH B Ubuntu 22.04. Takxxe 6bi1 onncaH Npouecc BHeECEHUA U3MEHEHW B F1aBHbIA (halnn
KOH(hMrypaumm ans nosblleHnsa 6esonacHocTu. bnarogaps LaHHOW MHCTPYKLUN NONb30BaTE b
CMOXeT BbIMNONHUTbL 6e30nacHoe yaasieHHOe NoAKJIIYeHne K cepBepy 1 He BecrnokonTbCs 0 notepe
NN KpaXke nepefiaBaembliX AaHHbIX.

N3MeHuTe Bepcuio PHP no ymonyaHuio

Bbl MOXXeTe ncnonb3oBaTb KOMaHAy update-alternatives , 4Tobbl ycTaHOBUTL Bepcuto PHP no
yMon4aHuo. cnonb3ynTe 3TO PYKOBOACTBO , 4TOObI Y3HaTb BonbLle 0 nepeknoyeHun sepcun PHP
ona CLI n Apache.

sudo update-alternatives --config php

B npvBeneHHOM BbliLLe BbIBOJE NOKa3aHbl BCe yCTaHOBNeHHbIe Bepcumn PHP B Ballen cucteme. Boibop
Homep 2 ycTaHasnuBaeT PHP 8.1 B ka4yecTse Bepcun PHP no ymMonyaHuio ons KOMaHOHOW CTPOKW.
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Ynaneuue PHP (Heobsa3aTenbHO)

Ecnn kakas-nnbo Bepcma PHP 6onblue He TpebyeTcs, ee MOXXHO yaannuTb U3 CUCTEMbI. ITO
0CcBO6OANT ANCKOBOE MPOCTPAHCTBO, @ Tak)Ke NOoBbICUT 6€30NaCcHOCTb CUCTEMBI.

Y1066l yaanuTb nobyto Bepcuto PHP, npocTo BBEANTE
sudo apt remove php7.4
Tak)xe yaanuTe BCe MoAy/IM AN15 3TOW BEPCUM C MOMOLLbIO CNeayloLLen KOMaHAabI:

sudo apt remove php7.4-*

MNpoBepuM, 4TO Bepcus php7.4 yoaneHa

sudo update-alternatives --config php
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3aKJlovyeHue

B 3TOM pykoBOACTBE NpeAcTaBfieHbl MHCTPYKUMK No ycTaHoBke PHP B Ubuntu 22.04. Ondrej PPA
Nno3BossSeT HaM BbICTPO ycTaHaBAmBaTb PHP B cuctemax Ubuntu. 3To Takxe no3BonseT HaM
yCTaHaB/IMBaTb HECKOJIbKO Bepcuin PHP B ogHOM cucteme. Bbl MoXxeTe B Sitoboe Bpems
nepekYnMTbCA Ha tobyto Bepcuio PHP Mo yMOMY4aHMIO C MOMOLLbIO aflbTEPHATUBHOW YTUAUTbI
obHoBNEHNS.

Ccbinku u lonosiHeHus

Ondrej PPA

CcCblnIKa Ha OPUrMHAJIbHYIO CTaTbio

KomaHpaa Update-alternatives: nogpobHoe pykoBoACTBO A5 Nonb3oBaTenen Linux
Kak nepekno4ynTbCca mexnay Heckonbkumu sepcmusmmn PHP B Debian 11.12.10
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