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PekoMeHpauuu no 6esonacHocTtu LFS

LFS 12.1 n TekyLimMe KHUIM no paspabotke.
LFS-12.1 6bin BbinyLieH 1 MmapTa 2024 .
e B HacTofLee BpeMs HET M3BECTHbIX ya3BMMocTen be3onacHocTu ans LFS-12.1.

Ha 3Tovi cTpaHuLe nakeTbl pacrosoXeHbl B a/ihaBUTHOM r1OPSAKE, N €C/IN MakeT COAEePXNUT
HECKOJIbKO PEKOMEHAaLMV, CHayasa MosiBASIOTCA HOBbIE.

CCbIIKM B KOHLLe Ka)XA0ro nyHKTa BegyT K 6osiee noapobHon nHpopMaumnm, copepxallen cCbiiku Ha
KHUIM No pa3paboTke.

Expat

12.1 010 Expat (LFS) faTta: 2024-03-20 Cepbe3HocTb: CpenHas

B Expat-2.6.2 6blna ncnpasneHa ysa3BMMOCTb 6€30MacHOCTN, KOTOpas Moraa AonyCTUTb OTKa3 B
obcnyxusaHum Yyepes ataky XML Entity Expansion npu n301MpOBaHHOM MCMOJ/b30BaHUM BHELUHNX
napcepos (co3aaHHbIX ¢ NoMoLLblo yHKUUM XML _ExternalEntityParserCreate). Mpobnema 6bina
KNnaccuguumpoBaHa Kak aTaka «MUINnap cMexa», TakXXe n3BecTHas Kak ataka XML-6ombbl. 3Ton
ys3BMMOCTM Bbln NpruceBoeH Homep CVE-2024-28757.

YT10bbl YCTPaAHUTL 3TY YA3BMMOCTb, 06HOBUTE Expat-2.6.2, ncnonb3ya MHCTpyKummn ansa Expat (sysv)
nnn Expat (systemd) . MpumeyaHne. Ecnam Bbl ycTaHoBuam docbook-utils n3 BLFS, Bam HyxHo bygeT
nobasuTb «-without-docbook», 41066l 060MTK OLINMOKY B HACTPOMKE, MOCKONbKY Halla YCTaHOBKaA
docbook-utils ucnonbsyet SGML BmecTo XML.

Glibc

12.1 037 Glibc (LFS) faTa: 2 man 2024 r. (obHoBNeHo 13 mas 2024 r.) YpoBeHb
Cepbe3HOCTU: BbICOKUM.

B monyne iconv Glibc-2.39 n 6onee paHHux Bepcumn bbina obHapyxxeHa ya3BMMOCTb Be3onacHoCcTy,
KOTOpas MOXET Mo3BOJINTb YAaJIeHHOe BbINOJIHEHNE Kofa Yepe3 ceTeBble C/yxbbl, paboTaloLine B
cucteme (6bln NPOAEMOHCTPUPOBAH IKCMIONT Yepes Beb-npnnoxeHus Ha ocHose PHP). A B gemoHe
Kawa cnyxbbl umeH, nnn NSCD Glibc, 6b1nn 0bHapyXeHbl YeTbipe YSA3BUMOCTU, KOTOPbIE MOTYT, MO
KpalHen mepe, NpMBecTmn K oTKa3y B obcnyxxusaHmm. NSCD oTkntoyeH B cbopke Glibc HadnHas ¢ LFS
12.1, Ho B 6oslee paHHMX BbiNyCKax LFS Bce elle MOXeT ncnonb3oBaTbCs ya3BmMMbIA NSCD.
Ya3sumocTu iconv npucesoeH CVE-2024-2961, a ya3sumocTam NSCD npuceoeHbl CVE-2024-33599,
CVE-2024-33600, CVE-2024-33601 n CVE-2024-33602.

YT106bI NCNPaBUTL YA3BMMOCTb iconv, obHoBUTeCh A0 Glibc-2.39 nnn HoBee, NCMONb3YS UHCTPYKLMM
13 KHuru LFS gns Glibc (sysv) nnum Glibc (systemd) , Ho nocne nprMeHeHUs NpUMeHnTe eLle O4uH
natyglibc-2.39-fhs-1.patch . YTobbl 6e30nacHo 06HOBMTL Glibc ¢ Bepcum 2.38 nnmn 6onee paHHen oo
Bepcuu 2.39 B paboTatowen cucteme, Heob6X04MMbl HEKOTOPbIE AOMNONHUTESIbHbIE MepbI
NpenoCcTOPOXXHOCTU, Kak OnncaHo B none «BaxHo» B pa3zgene kHuru no Glibc. Cnegyinte aToMy
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CTPOro, NHaye Bbl MOXeTe cAeflaTb CUCTeMY MOJIHOCTLIO HENPUFOAHOW 4S8 UCMONb30BaHUA. Bbl
MPEOYMPEXXOEHDI. Ona LFS 12.0 n 6onee paHHUX Bepcuin npoLecc 06HOBAEHUS TakXe OTKIOHUT 1
ynanut NSCD, 4Tobbl n3basutbcs oT ysa3sumocTen NSCD.

Linux Kernel

12.1 029 Appo Linux (LFS) OaTta: 17 anpensa 2024 r. YpoBeHb CEpbe3HOCTU: CPeAHUN

B Linux-5.16.14 6611 nobasneHbl 06xo4HbIE NYTY A5 YA3BMMOCTen 060pyA0BaHNS NOS4 Ha3BaHMEM
Branch History Injection. 3Tn ysa3B8MMOCTM MOryT BbITb NCMONL30BaHbI 419 YTEYKU
KOH(pmaeHUnansHon nHopmauun. NMogpobHOCTN YnTanTe B CTaTbe. YA3BUMOCTY BbIN NPUCBOEHDI
HoMmepa CVE-2022-0001 n CVE-2022-0002 (ona x86), a Takxxe CVE-2022-23690 (ons ARM, noka He
pa3riawaeTcs).

YT106bI 060MTU NX, 06HOBUTE Linux-5.16.14 (nnm 5.15.28, 5.10.105, 5.4.184, 4.19.234, 4.14.271,
4.9.306 gna 6onee cTapblX CUCTEM, MCMONb3YIOWNX CTabunbHble aapa LTS), Cnonb3ysa MHCTPYKLUK.
13 KHUru LFS gns agpa Linux (sysv) nam agpa Linux (systemd) n oTKn04MTe HenprBuierupoBaHHbIM
CUCTEeMHbIN BbI30B BPF ¢ momoLbio napameTpa KOHpUrypaumm agpa

BPF_UNPRIV_DEFAULT OFF=ywnnu sysctl kernel.unprivileged_bpf _disabled=2.

970 obHOBNEHME 6€30MacHOCTN MOXKET OKa3aTb BANSHME Ha MPON3BOANTENbHOCTb, 0COBEHHO Ha
npoueccopax AMD, ogHaKO TeCTbl OT pefakTopoB LFS rnokasbiBatoT, 4TO BAUAHNE HE3HAYUTESLHO.
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