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NMoNUTUKa OAHOIO M TOro >XKe NPOoOUCX0XAeHus

MonMTMKa 04HOr0 U TOrO XK€ UCTOYHUKA — 3TO KPUTUYECKN Ba)KHbI MexaHn3M 6e3onacHoCTH,
KOTOprVI OrpaHN4YnBaEeT B3aMMoOencrene OOKYMEHTa Un CcueHapu4d, 3arpy>xeHHoro n3 ogHoro
NCTOYHUKa , C PECYPCOM U3 APYroro NCTo4YHnKa.

9T0 nomoraeT U30a1MpoBaTh NOTEHLMNANIbHO BPELOHOCHbIE AOKYMEHTbI, YMEeHbLUAs BO3MOXHbIE
BEKTOpPbl aTak. Hanpumep, OH He N03BONSAET BPeLOHOCHOMY Beb-canTy B IHTepHeTe 3anyckaTh JS B
bpaysepe 015 YTEHUA OAaHHbBIX U3 CTOPOHHEN CNy>Xbbl BEO-MOYTHI (B KOTOPYIO BXOAWUT MOJIb30BaTEb)
WV BHYTPEHHEN CeTM KOMMaHuM (KoTopas 3allmiieHa oT NpsIMOro A0CTyna 3/10yMblLIEHHUKA C
nomoLlblo He nMes nybanyHoro IP-agpeca) v nepefasas 3TU AaHHbIE 3/I0YMbILLNEHHUKY.

OnpepeneHue NPoucxoXxaeHus

NBa URL-afpeca nmeoT 0AMHAKOBOE MPOUCXOXAEHNE, €CNN NPOTOKOJ , NOPT (€CAnN yKa3aH) 1 XoCT
0AMHaKOBbI N5 060MX. Bbl MOXeTe YBUAETL 3TO KakK «KOPTEX CXEMbI/XOCTa/MOpTa» UAK NPocTo
«KOpTex». («kKopTexx» — 3T0 Habop 3/1eMeHTOB, KOTOPblE BMeCTe COCTaBAAT Lesioe — obLias
thopma onsg OBOMHOIr0, TPOMHOIO, YETBEPHOrO, MATEPHOIrO U T. 4.)

B cnepytowien Tabnmue npmeBeneHsl NpuMepbl CpaBHEHNS nponcxoxaeHnsa ¢ URL-agpecom
http://store.company.com/dir/page.html:

URL-appec Ucxop, MpuuuHa
http://store.company.com/dir2/other.html To xe npoucxoxaeHue |ToJIbKO MyTb OT/INYAETCH
http://store.company.com/dir/inner/another.html|To »xe nponcxoxaeHne [ToNbKO NyTb OT/IMYAETCSH
https://store.company.com/page.html OTka3 [pyron npoTokon
http://store.company.com:81/dir/page.html OTka3s e'n%;g:HnmorgTaigt:l%g:%O)
http://news.company.com/dir/page.html OTka3s Apyron xocT

YHacnepoBaHHOe NPOUCXOXAOeHue

CkpunThl, BbINOSIHAEMbIe Ha cTpaHunuax ¢ URL-agpecom about:blank unm javascript:,
HacsegyloT UCTOYHMK OOKYMeHTa, cogepxkalero 3ToT URL-agpec, nockonbKy 3T Tunel URL-agpecos
He cogep»aT UHgpopmaLum 06 NCXOQHOM cepBepe.

Hanpumep, about:blank 4acTto ncnone3syetcs kak URL-agpec HOBbIX NYCThIX BCMJIbIBAOLLMX OKOH, B
KOTOpPbIE POANTENLCKUA CKPUMT 3annCbIBAaeT KOHTEHT (HanpuMep, Yepes MexaHun3m
Window.open()). ECiv 3To BCN/ibiBaloLLEE OKHO TaKXe COAEepPXUT JavaScript, 3ToT cueHapum
yHacnenyeT TO Xe NPOUCX0XAEHME, YTO U CLLeHApPUI, KOTOPLIN ero co3aan.

data: URL-agpeca nony4atoT HOBbIN, MYCTON KOHTEKCT Be30nacHoOCTW.
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MpoucxoxpeHue pannos

CoBpeMeHHble Bpay3epbl 06bIYHO paccMaTPUBAIOT MPOUCXOXAEHNE (DANOB, 3arpy>KaeMbix C
ncnonb3loBaHmem file:/// cxembl, Kak HENPO3pPa4YHOE NPOUCXOXKOEHMNE . DTO O3HAYAET, YTO eCcnun
thann BkNtoYaeT B ceba gpyrue annbl U3 TOW Xe nankuy (CKaxkem), He npesnonaraeTcs, YTO OHM
MNPONCXOAAT U3 TOro XXe UCTOYHMKA M MOryT Bbi3BaTh owmnbkm CORS.

ObpaTnTe BHMMaHMe, 410 B creumdukaumm URL ykasaHo, 4TO NponcxoxaeHvne annos 3aBUCUT OT
peannsaumm, n HekoTopble Bpay3epbl MOryT pacCMaTprBaTh Palsibl B OLHOM M TOM XXe KaTasiore niam
nogKaTaJsiore Kak nMeroLime oNHaKoBOe NPoMCX0XKLeHMe, faxKe eCsivi 3TO MMeeT NocneAcTBuaA A4
6e3onacHoCTK .

N3MeHeHUe NpoucCxoXxaeHus

MpenynpexaeHune. ONMCcaHHbIA 34ecb NOAXO0A (C NCNONb30BaHNEM
document.domainycTaHOBLLMKA) yCTapen, NOCKOJIbKY OH NoApbiBaeT 3aluTy
6e3onacHocTy, obecnevymBaemMyto TOWN XXe MOANTMUKON MPONCXOXKAEHNS, N YCIIOXKHAET
MOAENb MPONCX0XKAEHUS B Bpay3epax, 4TO NPMBOAMT K NpobaeMam COBMECTUMOCTU 1
owmnbkam besonacHoCTHM.

A 8 \
[ S

CTpaHuLa MOXET M3MEHUTL CBOE MPOUCXOXKAEHNE C HEKOTOPLIMU OrpaHn4yeHnamMmn. CueHapuin MoXXeT
YyCTaHOBMWTb 3Ha4yeHne document.domain Ans CBOEro TeKyLlero JOMeHa Unmn cynepaoMeHa CBOero
TekyLlero gomMeHa. Ecam yctaHoBneH cynepoMeH TekyLlero goMeHa, 6onee KOpoTKui cynepaoMeH
NCMNOSb3yeTCs A5 NPOBEPOK TOr0 XKe MPONCXOXKAEHNS.

HanpumMep, NpeanonoXxmM, 4To CLeHapun n3 LokyMmeHTa at
http://store.company.com/dir/other.html BeinonHaeT cnegyiollee:

JS

document.domain "company.com"

Mocne 3TOro CTpaHMLUa MOXET NPOUTUN NPOBEPKY TOM0 XKEe NPOUCXOXKAEHNUSA C MOMOLLLIO
http://company.com/dir/page.html(npn ycnosuu, 4to http://company.com/dir/page.html aons
Hee ycTaHoBneHo document.domain 3Ha4YyeHne «company.com», 4Tobbl yKasaTb, YTO OHa XefaeT
3TO pa3peLwmnTb - cM. document.domainLonoNHUTENbHYIO MHGOpMaLnio). OLHaKo He company . com
y0asioCb YCTAHOBUTL , MOCKOJIbKY 3TO He CynepLoMeH
.document.domainothercompany.comcompany.com

Homep nopTa nposepseTcsa 6pay3epom oTaenbHo. Jliobon BbizoB document . domain, BkAoYas
document.domain = document.domain, NpUBOAUT K Nepe3anucm HoMepa nopta Ha null.
CnepoBaTesibHO, HEBO3MOXXHO NOroBopuUTL company.com: 8080, company.com TONbKO YCTaHOBMB
document.domain = «company.com» nepsoe. OH fo/mxeH bbiTb yCTaHoBMEH B 06oux, 4Tobbl 0b6a
Homepa nopToB 6biM null.
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MexaHu3M UMeeT HeKOTOpble orpaHuyeHns. Hanpumep, oH BbigacT «SecurityError»
DOMException, ec/iv BKOYEH UM LOKYMEHT HaXo4UTCA B M30JIMPOBAHHOM NPOrpamMMHON cpeje , 1
N3MEHeHNe NCTOYHUKA TaknM 06pa3om He BANSET Ha NPOBEPKU MPONCXOXKAEHUS, UCMONb3YyeMble
MHornmu Beb-API (Hanpumep , , , ). bonee NOAHbLIN CNNCOK CnyyYaeB cH0S MOXKHO HANTK B
Document.domain > OTka3bl. document-domain Permissions-Policy <iframe> localStorage indexedDB
BroadcastChannel SharedWorker

MpumeyaHue. Mpu ncnonb3osaHum document.domain cybaomeHa ana goctyna K
CBOEMY POAUTENbCKOMY 3/IeMeHTY Heobxoammo ycTaHoBuTb document.domain ogHO u
TO )€ 3Ha4YeHMe Kak B pOOUTESIbCKOM JOMEHE, Tak 1 B cybaomeHe. 3To Heobxoaumo,
[LaXke ec/iv nNpu 3TOM POANTENbCKMIA AOMEH BO3BPALLAETCS K MCXOAHOMY 3HAYEHMIO.
HeBbinosiHeHNe 3Toro TpeboBaHNs MOXXET NPUBECTU K OLLIMOKaM pa3peLleHns.

L] 1
.

JocTyn K CeTu U3 pa3HbiX UICTOYHUKOB

MonnMTuKa O4HOro 1 TOro XXe UCTOYHUKA KOHTPOJInpYeT B3aMMOLeNCTBE MexXay ABYMS pa3HbIMU
MCTOYHUKaMK, HanpuMmep, Koraa Bbl ncnosb3yete XMLHttpRequest nnn <img> snemMeHT. 3TK
B3aUMOLeNCTBNS 0ObIMHO OeNATCA Ha TPU KaTeropuu:

e 3anuncb MeXAay UCTOYHUKaMM 0ObIYHO pa3peLleHa. MNpumepamm ABASIOTCA CCbIIKK,
nepeHanpassieHnsa 1 oTnpaskun opM. HekoTopble HTTP-3anpockl TpebyloT npeaBapuTesibHON
NMPOBEPKMU.

e O6bIYHO [,OMNYCKAETCA BCTPaMBaHME NepeKPecTHOro NPoMCxoxxaeHns . (Mpumepsbl
nepevncieHsl HUXxe.)

e YTeHune 13 nepekpecTHOro NCTOYHMKa 0bbIYHO 3anpeLLeHo, HO AOCTYN A1 YTEHUS YacTo
TepaeTcs 13-3a BHeapeHnda. Hanpumep, Bbl MOXKeTe NpoYnTaTh pa3Mepbl BCTPOEHHOIO
n306paxeHuns, 4encTBMA BCTPOEHHOIro CKpMNTa UM 4OCTYNHOCTb BCTPOEHHOI0 pecypca.

BOT HECKO/IbKO NPUMEPOB PECYPCOB, KOTOPbIE MOrYT BblTb BCTPOEHbI M3 Pa3HblX MCTOYHMKOB:

e JavaScript c <script src=«.»></script>. NoapobHOCTN CUHTAKCMYECKUX OLLINBOK
LOCTYMHbl TONIbKO A1 CLLeHapueB TOro XXe NPOUCXOXAEHNS.

e CSS npumensetcs ¢ <link rel=«stylesheet» href=«..»>. W3-3a CMAr4YeHHbIX NpaBun
cnHTakcmca CSS gna CSS ¢ nepekpecTHbIM NPOUCX0XKAeHNEM TpebyeTca NpaBu/bHbIN
Content-Type 3aronoBok. bpay3epsl 610KMpYOT 3arpy3Ky Tabavubl CTUNEN, €Cnn 370
3arpysKa 13 pasHbIX UICTOYHMKOB, rae Tun MIME HeBepeH 1 pecypcC He HaYMHaAeTCa C
LONYCTUMON KOHCTpyKLuMK CSS.

e 1306paxkeHuns, oTobparkaemble <img>.

e CMW vrpatoT <video> u <audio>.

e BHellHMe pecypcbl, BCTPOEHHbIe B <object> n <embed>.

e LpnTel, NpyMeHeHHble ¢ nomolbio @font-face. HekoTopele bpay3epbl AonyckaloT
MCNOSb30BaHUe WPUGTOB N3 Pa3HbIX UCTOYHUKOB, Apyrue TpebyoT Ncnoib30BaHUs WPUGTOoB
OLHOr0 N TOr0 Xe NPOUCXOXKAEHNS.

e Bce, 4To BCTpoeHO B <iframe>. CanTbl MOryT Ucnosib3oBaTb X-Frame-Options 3aronoBok ans
npenoTBpaLeHns (pernMoB U3 pa3HbIX UCTOYHUKOB.
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Kak paspewuTb A0CTYN U3 pa3HbIX UICTOYHUKOB

Ncnonb3ynte CORS, 4Tobbl paspewmnTb AOCTYN U3 pa3HbiX UCTOYHUKOB. CORS — 3T0 4acTb HTTP,
KOTOpas NO3BOJISET CEPBEPAM YKa3blBaThb Jil0ObIe Apyrue XoCTbl, C KOTOPbIX Bpay3ep OO/KEH
pa3pellaTb 3arpy3Ky KOHTeHTa.

Kak BaﬁﬂOKMpOBaTb A40CTYyN U3 Pa3HbIX UCTOYHUKOB

e YT0bOblI NPEeaoTBPaTUTb 3aNUCh U3 Pa3HbIX UCTOYHMKOB, MPOBEPLTE HEYyraAaHHbIA TOKEH B
3anpoce, N3BECTHbIN KaK TOKeH MexcanToBon nogaenku 3anpoca (CSRF) . Bbl 4O/KHbI
3anpeTuTb YTeHMe CTPaHUL, N3 NEPEKPECTHOr0 NCTOYHNKA, KOTOPLIM TPpebyeTCs 3TOT TOKEH.

e YT06bl NPegoTBPaTUTL YTEHME pecypca U3 NepekpPecTHOro NCTOYHMKA, ybeamnTech, 4TO OH He
SBNS€TCA BCTpamBaeMbiM. YacTo H6biBaeT He06X04MMO NPeaoTBPaTUTL BHEAPEHNE, MOCKObKY
npuv BHeAPEeHUN pecypca Bcerga nponucxoanT yTevyka HEKOTOPOW MH(OPMaLUK O HEM.

e YT0bObI NPEeaoTBPaTUTL BCTPaMBaHMe U3 pa3HbIX UCTOYHMKOB, ybeanTech, 4TO Bal pecypc He
MOXXeT OblTb MHTEPNPETNPOBaAH KakK OAWNH 13 BCTPanBaeMbiX JOPMaTOB, MEPEYNCNIEHHbIX BbILLE.
Bpay3epbl MOryT He y4nTbiBaTb Content-Type3aronoBok. Hanpumep, ecniv Bbl YKaxeTe
<script> Ter Ha HTML-gokymeHT, Bpay3ep nonbiTaeTca npoaHanusnmposaTb HTML Kak
JavaScript. Ecnim Baw pecypc He SBNSETCSA TOYKOM BXOLa Ha Ball CalT, Bbl TaKXXe MOXeTe
ncnonb3oBaTb TokeH CSRF ans npefoTBpaLLleHna BHeAPEHWUS.

Aoctyn K APl cueHapueB 13 pa3HbIX UICTOYHUKOB

API JavaScript iframe.contentWindow, Takne kak window.parent, window.open, 1
window.openerno3BosfioT AOKYMEHTaM HanpsaMyto CCbinaTbCa APYr Ha Apyra. Korga ABa OOKYMEHTa
NMEIT pa3HOe NPOUCXO0XKAEHNE, 3TN CCbIIKM 06eCneYnBaloT 04eHb OrPAHNYEHHbIA AOCTYN K
obbekTam Windown Location, Kak onmcaHo B Cneayolmnx AByX pa3aenax.

ANa CBA3M MeXAy OOKYMEHTaMM U3 pasHbIX UCTOYHMKOB MCMOb3ynTe window.postMessage.

Cneundukaums: HTML Living Standard § O6bekTbl NepekKpecTHOro NPoNCXoXXaeHus .
Window

Pa3speweH cneayowmin 4OCTYN U3 pa3HbIX UCTOYHMKOB K 3TUM WindowCBONCTBaM:
MeTonbl

window.blur
window.close
window.focus

e window.postMessage

ATpunbyThl
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window.closed [TosibKO YTeHMe.
window.frames |TONbKO YTeHue.
window.length |TofbKO YTeHwMe.
window.location YuTan nuww.

window.opener |TonbKO YTeHue.
window.parent |ToJIbKO YTeHuMe.
window.self TONbKO YTeHuMe.
window.top Tonbko 4TeHwe.
window.window |ToIbKO YTeHMe.

HekoTopble Bpay3epbl pa3peLlaoT AOCTYN K 60blUeMY KONIMYECTBY CBOWCTB, YEM YKa3aHO BbiLLE.

PacnonoxeHue

Pa3pelueH cnegyowmin goctyn K Location cBOMCTBaM M3 pa3HbIX UCTOYHUKOB:
MeTogbl

e |ocation.replace

ATpubyTbl
location.href [Tonbko 3anuce.

HekoTopble Bpay3epbl pa3peLlaoT AOCTYN K 60/blUeMY KONIMYECTBY CBOMCTB, YEM YKa3aHO BbiLLE.

ﬂ,OCTyﬂ K XPaHUWJINWY AaHHbIX U3 Pa3HbIX UICTOYHUKOB

[oCTyn K faHHbIM, XpaHAwmMcs B bpay3sepe, TaknM Kak Beb-xpaHunauwe n indexedDB, pa3aeneH no
NCTOYHUKY. KaXK bl NCTOYHUK MOJy4YaeT cBOe COBCTBEHHOE OTAEIbHOE XpaHuauwe, 1 JavaScript B
O0AHOM NCTOYHUKE HE MOXKET YUTaTb UK 3annCbiBaTb B XPaHWUULLE, NPUHAAEeXaLlee gpyromy
NCTOYHUKY.

®ainnbl cookie MCNONL3YIOT OTAE/NbHOE OnpefesieHne NponcxoxaeHus. CTpaHvua MoXXeT YCTaHOBUTb
tann cookie ans csoero cobCTBEHHOr0 AOMeHa uan 1loboro poanTeNbCKOro JOMeHa, eciun
POANTENIbCKMIA LOMEH He fBAseTCA 00wwenocTynHbIM cyddukcom. Firefox n Chrome ncnonbsyior
CNUcokK obLwenocTynHbIX Cy(pdPUKCoB , 4TOObI onpeaennTb, ABASETCA X AOMEH 06LWeoCTYNHbIM
cyhdukcomM. Korpa Bbl ycTaHaBAMBaeTe (paisl cookie, Bbl MOXKETE OrpaHNYuUTb ero AOCTYMHOCTb C
nomouubto pnaros Domain, Path, Secureun HttpOnly. Koraa Bbl YynTaeTe gann cookie, Bbl He MOXeETe
BUAETb, rae oH 6bln ycTaHoBEH. [laxe ecav Bbl UCMOJIb3yeTe TOobKO 6e3onacHble coeUHeHNs
https, niobon ann cookie, KOTOPbIVA Bbl BUANTE, MOT BbITb YCTAHOB/IEH C UCNOJIb30BAHNEM
Hebe3onacHoro coefmHeHus.
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