2026/05/01 20:18 1/5 7.4. ®ann .htaccess

7.4. ®aun .htaccess

.htaccess — 3T0 KOHGUrypaunoHHbIA hann Beb-cepepa Apache, no3BonsAwLWMIA yNpaBnaTb paboTon
Beb-cepBepa 1 HaCTpONKaMm canTa C NMOMOLLbIO pa3NYHbIX NapameTpoB (AnpekTus) 6e3 nsmMmeHeHns
OCHOBHOI0 KOH(UrypaunoHHoro ¢anna seb-cepeepa.

index.php

Bctasutb kKoa PHP

«HekoTopble coBeThbl N pekoMmeHpaumm no Apache .htaccess»

.htaccess

# ACTOYHWK MHTepHeT

# Source internet

# CHavasa NPoTECTUPYNTE Ha NIOKaNbHOM XOCTe
# Test on localhost first

# lMNepeonpenennTb 3HaYeHME MO yMosHaHUio index.php
# Ovrride Default index.php
DirectoryIndex home.php

# 3anpeTuTb AOCTYN K HEKOTOPLIM (harnam
# Prevent access to some files
FilesMatch
"~(config.php|readme.html|license.txt|README.md|.git|.htaccess|error lo
g)"
Order allow,deny
Deny from all
Satisfy All
FilesMatch

# 3meHnTb 3aronoskn Charset u Language
# Change Charset and Language headers
AddDefaultCharset UTF-8
DefaultLanguage en-US

# YCTaHOBUTb 4aCOBOM MOSIC MO YMOJHAHWIO
# Set default time zone
SetEnv IN Asia/Calcutta

# OTKNIOYNTBL NPOCMOTP KaTasioros
# Disable directory browsing
Options ALl -Indexes

# KawumpoBaTb Takue annsl Ha 7 fAHeN
# Cache these type of files for 7 days
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IfModule mod headers.c
FilesMatch

“\.(jpg|jpeg|png|ico|gif|css|js|eot|otf|tt[cf]|woff|woff2|svg|mp4|webm|

ogv)$"

Header set Cache-Control "max-age=604800, must-revalidate"

Header unset ETag
FileETag None
FilesMatch

# $IBHO OTKJIOYMTb K3LWIMPOBaHME AN CKPUATOB U APYTrMX ANHAMMYeCKnx aisios
# Explicitly disable caching for scripts and other dynamic files

FilesMatch ".(pl|php|cgi]|spl|scgi|fcgi)s$"

Header unset Cache-Control
FilesMatch

# CxaTtne Java-ckpunTa

# Java script compression
FilesMatch "\.js$"

RewriteEngine On

RewriteCond “{HTTP:Accept-Encoding

RewriteCond “{REQUEST FILENAME}.gz

RewriteRule \.js$ $1\.js.gz L
ForceType text/javascript
FilesMatch

# Java-cKkpunt - BbI6Op KOANPOBKMK

# Java script - vary accept encoding

FilesMatch "\.js\.gz$"
ForceType text/javascript
Header set Content-Encoding gzip
Header set Vary Accept-Encoding
FilesMatch

# OCTaHOBMUTb aBTOMaTU4eckoe gobasnieHne aioB BEO-XOCTUHIOM

9zip

# Stop auto append files by webhosting

FilesMatch "\. (php)$"
php value auto append file none
FilesMatch

# MepeHanpasneHne URL 6e3 www Ha URL cwww -

# Redirecting non www URL to www URL -

RewriteEngine On

RewriteCond “{HTTP_HOST} “example\.com$

RewriteRule http://www.example.com/$1 [R=301,L]

# Monb3oBaTeNbCKME CTPaHMULbI OLLINBOK
# Custom error pages

ErrorDocument 400 /error404.php
ErrorDocument 401 /error401.php
ErrorDocument 403 /errord403.php
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ErrorDocument 404 /error404.php
ErrorDocument 500 /error500.php

# OTKNOYMTbL NOANUCHL cepBepa (Bepcnsi Apache)
# Disable the server signature (apache version)
ServerSignature Off

# MaKCcuUManbHbIA pa3Mep 3arpysKu
# Max upload size
php value upload max filesize 5M

# BKNIOYMTb CKaTue Ha JIOKaJIbHOM X0CTe

# Enable compression on localhost
IfModule mod deflate.c
SetOutputFilter DEFLATE
IfModule

# A\cnpaBuTb Nnoxon meTaTer x-ua
# Fix bad x-ua meta tag
FilesMatch "\. (htm|html|php)$"
IfModule mod headers.c
BrowserMatch MSIE ie
Header set X-UA-Compatible "IE=Edge,chrome=1" env=ie
IfModule
FilesMatch

# ObcnyxusaTb hannbl WPUDTOB
# Serve font files
FilesMatch ".(eot|ttf|otf|woff)"
Header set Access-Control-Allow-0Origin "*"
FilesMatch

#Bkno4nTb gzip c nomowbkio mod gzip
#Enable gzip with mod gzip
ifModule mod gzip.c
mod gzip on Yes
mod gzip dechunk Yes
mod gzip item include file . (html? | txt|css|js|/php/pl)$
mod gzip item include handler ~cgi-script$
mod gzip item include mime “text
mod gzip item include mime “application/x-javascript
mod gzip item exclude mime “image
mod gzip item exclude rspheader ~Content-Encoding:.*gzip
ifModule

# 3aWMTUTb KaTanor, OTKJIKYUB BbIMONHEHNE CKpUMTa

# Secure directory by disabling script execution

AddHandler cgi-script .php .pl .py .jsp .asp .htm .shtml .sh .cgi
Options -ExecCGI

# Tun MIME pns Be6-wpudTos
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# Mime type for web fonts
IfModule mod mime.c
AddType application/vnd.ms-fontobject eot

AddType application/x-font-ttf ttf ttc

AddType font/opentype otf

AddType application/x-font-woff woff woff2

AddType image/svg+xml SVg svQz

AddEncoding gzip svgz
IfModule

# 3anpeTnTb QOCTYN K Nanke .git w BepHyTb 404
# Prevent .git folder access and return 404
RewriteRule ~. "\ .git R=404

# CkpbiTb php 4epe3 htaccess, ymanut .php n3 URL-agpecos

IfModule mod rewrite.c
# Apache rewrite module must be on
RewriteEngine on
RewriteRule ~([~.? $ %{REQUEST URI}.php [NC,L

# Redirect with moved status
RewriteRule ~([~.7? $ REQUEST URI}.php [R=302,NC,L

# Return 404 if original request is file.php
RewriteCond “{THE REQUEST} "~[~ ]* .*?\.php[? ].*$"
RewriteRule L,R=404

IfModule

# 3anpeTuTb BbinosHeHne PHP-ckpunToB U3 Nanku 3arpy3ok
# File location example: /uploads/.htaccess
FilesMatch "\.(?i:php)$"
IfModule !'mod authz core.c
Order allow,deny
Deny from all
IfModule
IfModule mod authz core.c
all denied
IfModule
FilesMatch

« 7.3. ®ann function.php 8. YCTaHOBLUMK NPUNIOXKEHUSA -

http://synoinstall-gqctx9n8ug2b3eql.direct.quickconnect.to/ Printed on 2026/05/01 20:18


http://synoinstall-gqctx9n8ug2b3eq1.direct.quickconnect.to/doku.php?id=software:development:demo:cms:ucms:creating_file_function
http://synoinstall-gqctx9n8ug2b3eq1.direct.quickconnect.to/doku.php?id=software:development:demo:cms:ucms:creating_file_function
http://synoinstall-gqctx9n8ug2b3eq1.direct.quickconnect.to/doku.php?id=software:development:demo:cms:ucms:application_installer

2026/05/01 20:18 5/5 7.4. ®ann .htaccess

From:
http://synoinstall-gqctx9n8ug2b3eql.direct.quickconnect.to/ - worldwide open-source software

Permanent link:

Last update: 2025/05/10 14:22

worldwide open-source software - http://synoinstall-gqctx9n8ug2b3eql.direct.quickconnect.to/


http://synoinstall-gqctx9n8ug2b3eq1.direct.quickconnect.to/
http://synoinstall-gqctx9n8ug2b3eq1.direct.quickconnect.to/doku.php?id=software:development:demo:cms:ucms:htaccess&rev=1746876156

	7.4. Файл .htaccess

